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Summary 
Our audit objective was to answer: 
 
Has Johnson County Government implemented safeguards to protect County social 
media accounts?   
 
Yes, however, our audit revealed improved control processes are needed to protect 
Johnson County from social media risks.   

We evaluated 101 County social media accounts for compliance with proposed user 
standards. Our evaluation included a review of social media accounts, administrator 
training, security controls, Social Media Action Plans (SMAPs), and record retention. 
We did not evaluate the content of social media activity. 

According to HR Procedure 415-2, the County’s social media processes are 
decentralized, and individual departments are responsible for managing their own 
accounts.  The lack of governance has led to inconsistencies resulting in: 
 

 An active inventory of County accounts does not exist, 
 Accounts without two administrators identified, 
 Accounts without a link to the Social Media Commenting Terms of Use policy, 
 Accounts not using County branding standards, 
 Passwords not managed appropriately, and 
 Limited training for staff. 

 
Our recommendations to strengthen controls are contained within the report. 
 
We conducted this performance audit in accordance with generally accepted 
government auditing standards. Those standards require that we plan and perform 
the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for 
our findings and conclusions based on our audit objectives. We believe that the 
evidence obtained provides a reasonable basis for our findings and conclusions 
based on our audit objectives. 
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Introduction 
Social media is a web-based communication tool that enables people to interact 
with each other by sharing and consuming information.  Examples of popular social 
media platforms include Facebook, YouTube, Twitter, Instagram, Pinterest, and 
LinkedIn. 

The percent of adults who use at least one social media platform has grown from 
5% in 2005 to 72% in 2019.1 The infographic below shows adult user levels by 
social media platform.  

 
YouTube and 
Facebook are the 
most widely used 
platforms in the US.  
The County’s 
Facebook and 
YouTube accounts 
have over 139,000 
combined followers.  

Source:  Pew Research surveys conducted 2012-2019. 

 
Social media enhances the County’s ability to communicate and collaborate with 
residents.  Some benefits include: 

o Crisis communication, 
o Resident engagement, 
o Customer service and support, and 
o Public trust. 

 
Through effective control processes, social media risks can be mitigated.  Risks may 
be reputational, legal or security related and include: 

o Lack of control over content, 
o Legal issues of freedom of speech, copyright issues and privacy, 
o Non-compliance with record retention regulations, and 
o Security issues such as password protection, viruses, and malware.  

  

 
1 Pew Research Center 
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Johnson County Social Media 
The Johnson County Social Media Account Administrators Guide is dated June 2014. 
Additionally, social media processes are governed by HR Procedure 415-2, Business 
Use of Social Media. According to this procedure, each department is responsible for 
managing their own social media accounts. An updated Social Media Standards for 
Business Use is currently in draft form awaiting approval. Once approved, these 
new standards will designate the PIO responsible for social media compliance. We 
evaluated the social media processes against those standards.  This evaluation is 
meant to identify potential gaps in the social media process once those standards 
are implemented. 

 
Account Administration 
County departments are individually responsible for: account creation, assigning 
responsible staff, managing login and password information, managing their 
communications (called posts), and monitoring their accounts.  

A Social Media Action Plan (SMAP) has been requested by the Public Information 
Office (PIO) in recent years prior to departments creating a new account. The SMAP 
documents the purpose for the requested account, indicates director approval, and 
identifies frequency of account posts. We reviewed the three SMAPs, approved by 
the PIO in 2019 and 2020, and found the process reasonable. 

 

 
A list of 
countywide 
social media 
accounts was 
compiled in 2020 
by the PIO.  The 
list identified 115 
accounts across 
seven social 
media platforms 
as illustrated in 
the chart to the 
left. The County 
communicates to 
248,0002 
followers using 
these platforms. 
 
 
 

 
2 Computed at time of review 
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Social Media Accounts Reviewed 

The audit examined 101 of the 115 County accounts shown in the table below for 
compliance with proposed standards.  

Department Facebook Instagram Twitter YouTube Total 
Airport Commission 1    1 
County Manager's Office 1 1 1 1 4 
Corrections 1    1 
Health & Environment 2 2 3 1 8 
District Attorney 1  1  2 
Technology & Innovation 1  1  2 
Election Office 1  1  2 
Emergency Management 1  1  2 
Aging and Human Services 2  2  4 
Developmental Supports 2 1 1  4 
Library 1 1 1 1 4 
Parks & Rec District 29 5 13  46 
Kansas State Research & Ext 1 1 1  3 
MED-ACT 1 1 1  3 
Mental Health 2 1 3 1 7 
Sheriff 1 1 3 5 
Treasury, Taxation, and Vehicles 1 1 
Transit   1  1 
Grand Total 49 14 34 4 101 

Source: PIO list as of November 2020 

 

We specifically examined each account to determine if:   

 Two administrators were identified, 
 Appropriate branding standards were followed, 
 Link to Social Media Commenting Terms of Use policy was displayed, and 
 Each account had at least 4 posts per month in the 4th Quarter 2020. 

The table below summarizes the results of our review. 
 

% of County Accounts Meeting Proposed Standards 

Two Administrators Identified  20% 

Johnson County Branding Standards Followed  65% 

Link to Social Media Commenting Terms of Use  6% 

Accounts with Active Posting Frequency  48% 
Source: Audit testing  
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After the review of the accounts listed above, we noted the PIO does not have an 
official inventory of all County accounts and administrators.  We recommend the 
PIO develop and actively maintain an official list of all active County accounts.  

Our review also noted inconsistent management practices across the County. Once 
the proposed standards are adopted, we recommend the PIO educate and train the 
administrators on these new standards.  After the initial training, a plan should be 
developed to ensure all the account inconsistencies are corrected and compliant 
with the adopted standards.  Additionally, the PIO should develop a continuous 
monitoring processes to ensure future compliance with approved standards.  
 
Account Security Controls 

Passwords 

The PIO conducted a survey of County social media account owners in 2020.  
Survey responses revealed different methods of password storage were being 
utilized across all departments.  Some administrators kept the information on their 
computer, hidden in their cubicle, on their network drive, or on a spreadsheet.  A 
couple of departments use a password management database. 

The proposed standards require the PIO to have an official list of all accounts along 
with the assigned administrators and their backups.  This list should include the 
administrator’s login/password credentials.  All login and password information used 
to set up social media accounts must be shared with the PIO ensuring ownership of 
County accounts are not restricted to any one individual. Facebook is the exception 
to this rule. Usernames and passwords will not be required for Facebook since social 
media administrators must use their personal accounts to manage pages.  The use 
of a Department of Technology and Innovation (DTI) supported password database 
would allow for the continuous access to County accounts. We recommend the PIO 
collaborate with DTI and implement a Countywide password management 
database. 

The proposed standards encourage the use of two-factor authentication, when 
possible, for social media accounts.  Two-factor authentication or multi-factor 
authentication requires more than just a password to gain access to the social 
media account.  Requiring the presentation of two or more pieces of evidence to 
sign on to a system can create more secure access to social media accounts. The 
PIO should discuss two-factor authentication with DTI and consider if this level of 
protection over the accounts should be implemented.  
 
Account creation, access and account deletion 

The proposed standards identify a countywide process for requesting a new social 
media account.  These standards don’t include a process to remove access when 
administrators no longer need it.  It is the responsibility of each department to 
remove access.  Fifty percent of the PIO survey responses indicated they do not 



 

6 
 

have a process to remove access when staff turnover occurs. The proposed 
standards also do not contain a process for deleting an account.  We recommend 
the PIO develop countywide guidance within these proposed standards to include 
removing access accounts when access is no longer needed and a process to delete 
social media accounts.   

Continuously monitoring accounts 

We found more than 50% of the accounts did not post content as prescribed in the 
proposed standards.  Frequent use of the social media accounts allows the 
administrators to review the account for unusual posts, unknown activity, changes 
to profiles etc.  This continuous monitoring of accounts helps identify any phishing 
or social engineering attacks in the form of messages or replies to posts. We 
recommend the PIO develop a continuous monitoring process to ensure ongoing 
adherence to the proposed standards. 

Social Media Oversight 

The 2014 guidelines did not provide guidance for the oversight responsibility. Each 
department was responsible for monitoring their own social media accounts to 
ensure they were managed according to approved guidelines. This lack of 
centralized ownership allowed accounts to function without countywide oversight. 

The proposed standards provide the PIO with more authority to direct social media 
account management.  They will be responsible for monitoring County accounts for 
compliance with the new standards.  The PIO will need to develop an oversight 
process, to be completed at least annually, to ensure all sites are being managed 
according to the new standards. They will work with each department to correct 
issues of noncompliance and provide appropriate training to prevent future issues.  

 

Training 
We found over 30% of PIO survey responses indicated administrators have not 
received any training.  The 2014 guidelines didn’t require training to be completed 
prior to a new social media administrator added to an account.  Additionally, 
guidance does not exist for ongoing training.  The PIO has a social media user 
group, comprised of all the social media administrators.  This group meets monthly 
to share ideas and discuss topics of interest.  However, the PIO does not have a 
formal training program. 
 
The proposed standards require the PIO to provide administrators with training for 
maintaining their County accounts and obtain acknowledgement of their 
understanding.  This formalized training process should include new administrator 
training as well as annual training.  We recommend the PIO develop a training 
program to include new administrator training as well as regular training updates 
throughout the year. 



 

7 
 

Record Retention 
The State of Kansas does not have set guidelines for social media record retention.  
According to the Kansas Historical Society, there isn’t a clear definition of how to 
retain social media posts.  Most posts fall under the Press Release Record Retention 
or the Routine Correspondence Record Retention schedules. As such, social media 
records would be considered a routine correspondence or a convenience copy.  
Those records can be destroyed after they are no longer needed provided a copy of 
the information can be found elsewhere. The PIO should collaborate with Legal and 
Financial Management and Administration (FMA) to document the County’s 
interpretation of the State’s social media record retention schedules.  The PIO 
should seek clarification of the responsibilities and requirements for each 
department.  This understanding would allow the PIO to train the administrators 
properly and consistently. 

Recommendations 
We recommend the PIO: 

1. Adopt and put into practice the proposed social media standards. 
2. Enhance proposed standards to include countywide guidance on: 

o Removing administrator access  
o Closing social media accounts 

3. Collaborate with DTI to implement a Countywide password management 
database for social media accounts. 

4. Develop formal social media training for administrators.   
5. Develop continuous monitoring processes to ensure compliance with 

approved standards.  
6. Evaluate and document the necessity for all County social media accounts 

and remove inactive accounts.  
7. Actively maintain an official inventory of social media accounts and 

administrators. 
8. Collaborate with Legal/Archives (FMA) to define the record retention roles 

and responsibilities of each department. 
9. Evaluate if two-factor authentication should be implemented to protect social 

media accounts. 
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Management’s Response 
JOCO SOCIAL OVERVIEW AND RESPONSE 

The Public Information Office, within the County Manager’s Office, appreciates the 
work of the Johnson County Audit Services department to closely examine the 
county’s social media security and provide recommendations for improvement. We 
fully support its findings and have developed strategies to improve 
safeguards surrounding county-sponsored social media activity. 
Improvements include formalized training, draft standards to add 
centralized/collaborative oversight, ongoing annual review of all accounts and clear 
guidance on administrator expectations, branding standards and password 
protections. 

Working with departments 

As noted in Audit Services Performance Audit, HR Procedure 415-2 outlines that the 
county’s social media accounts have historically been administered at the 
department, agency and office (D/A/O) level. The PIO has served in a consulting 
role to assist D/A/Os – promoting their content, helping them address questions 
with our Legal division, facilitating a monthly “lunch-and-learn” Social Media User 
Group meeting, and in recent years, working with them to develop new standards 
to build consistency in social activity and management. These standards remain in 
draft form, but we anticipate approval soon. 

Earlier efforts to build consistency 

In 2014, the PIO attempted to establish standards, known as the Johnson County 
Social Media Account Administrators Guide, for social administration among 
departments. These standards, to our knowledge, were not formalized nor widely 
communicated. However, they served as the basis for developing new formalized 
standards. In 2018-2019, a social media workgroup was formed to create 
standards. Draft standards went through many revisions and were developed in 
collaboration with Johnson County Legal and Human Resources departments. The 
drafts, at various stages, were also shared with Social Media User Group members 
for feedback. Some edits were made as audit work began in 2019, when the Audit 
Services department made PIO aware of particular concerns.  

In 2019, the PIO conducted a survey to compile a list of all Johnson County 
Government social media accounts – more than 100 were identified. In 2020, PIO 
conducted another annual survey of accounts, this time, asking questions to assist 
with the formal audit, such as inquiring about safeguards for passwords and 
deactivation of accounts or removal of administrators. This survey was useful in 
creating draft standards – clearly identifying areas for improvement.  

As noted in the 2014 standards, departments are asked to notify the PIO of new 
social media accounts. The PIO created a Social Media Action Plan form that helps 
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departments strategically consider the use of new accounts prior to going live. The 
PIO reviews the plans and offers feedback. SMAPs will continue to be used going 
forward under the new social standards. 

Steps underway to implement audit recommendations 

In additional to creating formalized social media standards among Johnson County 
D/A/Os, which address requirements for active social accounts, a minimum of two 
administrators for each account, prominent links to the Social Media Commenting 
Terms of Use policy, brand standards, password protections and more, work is 
underway to develop orientation training for new social media administrators and 
annual review training for all social administrators. The Social Media User Group 
meetings will additionally continue to serve as a regular convening to discuss social 
media best practices and standards as they evolve. 

Other steps being taken to safeguard social accounts:  

 Creation of an active social inventory. As soon as accounts are added or 
removed, the inventory will be updated. 

 All accounts will be reviewed no less than annually, either by the PIO or the 
D/A/O responsible for the its own oversight, to ensure compliance with 
standards, and in cases of noncompliance, corrections will be made. 

 Departments have been asked to submit new Social Media Action Plans for all 
accounts. These will be reviewed to determine if any accounts should be 
deactivated because they are no longer needed and/or inactivity as defined 
in the standards. 

 All departments will be provided consistent social media avatars for profile 
images, so it is clear to users that they are visiting a Johnson County-
sponsored page, with the exception of Board of County Commissioners-
approved brand standard exemptions. 

 Although the PIO is already using a cloud-based password protection system 
for its social accounts, we will work with the Department of Technology and 
Innovation to get all department social passwords integrated into the system, 
with training. PIO and DTI will work together to ensure appropriate access to 
the passwords, as outlined in social standards. 

 PIO will create a process for deactivating accounts that do not meet the 
activity-level standards and/or are no longer needed. It will also develop a 
process to remove administrators as appropriate. 

 PIO will continue to work with the Legal division on record retention 
responsibilities and expectations and provide training to social 
administrators.  

 PIO will work with DTI to evaluate if two-factor authentication should be 
implemented to protect social media accounts. 
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Social media remains a valuable tool for county communications 

Johnson County Government and its departments have a tremendous following on 
social media. In many ways, social media serves as the front door to our programs 
and services. Social users receive important, accurate information in a timely 
manner and have direct access to ask questions, provide feedback and more, as 
they interact with our pages and platforms.  

Social media has been especially useful during the past year in the pandemic, as 
information is shared daily about safety precautions, vaccine availability and 
efficacy and pandemic-related impacts to county services, programs and facilities. 

According to a recent Pew Research Center Study, roughly 70% of Americans use 
social media. While the landscape of social media is constantly changing, social 
media remains a vital communications tool. 

Closing 

We look forward to implementing new standards and continued collaboration with 
our departments to build consistency, safety, professionalism and transparency to 
the social media work we do.  

We appreciate the work of the Audit Services department to focus on this issue and 
support our efforts to improve. 


